
ECMS

TalaTek’s Enterprise Compliance Management Solution (ECMS) is a managed service that 
allows federal and commercial organizations to implement cost-efficient Continuous 
Monitoring and Risk Management to support business and mission needs while meeting 
regulatory requirements.

TalaTek’s ECMS efficiently provides cost-effective ‘Security as a Service’ and Compliance Risk 
Management.

ECMS uses a Governance, Risk Management and Compliance (GRC) application to meet NIST Special 
Publications 800-37, 800-39, 800-53 and 800-137 guidelines for effective Continuous Monitoring and 
implementation of the NIST Risk Management Framework (RMF).

The TalaTek ECMS Methodology

The ECMS enterprise methodology provides consistent and 
repeatable processes to measure assets and monitor data 
centers and systems.

TalaTek’s ECMS achieves this by addressing the intent of 
the compliance effort: managing enterprise risk in 
accordance with the risk management framework.

Key Features:

• Holistic Enterprise Compliance View

• Enterprise Risk Measurements – Actionable Metrics

• Repeatable processes – Create Once, Use Many Times

The Advantages and Benefits of TalaTek’s ECMS

With a documentation library repository and action items to 
track compliance for each NIST control and enhancement, 
ECMS provides a timely and detailed view of each element 
of the system’s security. 

The advantages of TalaTek’s ECMS in solving the FISMA 
and FedRAMP compliance challenges include:

• Defined Risk Key Metrics: by assigning each security 
control a value defined by a customer-selected ‘Weight 
and Impact,’ you’ll create enterprise and 

system-specific quantifiable metrics for risk 
measurements associated with each NIST control. The 
aggregated value represents the enterprise risk 
measurement based on the organization’s risk tolerance. 
With this, the TalaTek ECMS service provides the 
required metrics for the organization, individual systems 
and/or each asset to support evidence-based 
recommendations for managing risks in the 
organization.

• Repeatable automated workflows and scheduling of 
nearly all compliance and risk management tasks, such 
as: data collection; data storage, retrieval and reporting; 
standardized processes to facilitate efficiencies across 
and between organizational tiers.
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• Custom risk profiles: ECMS allows decision-makers to 
assign varying key metrics to create custom risk profiles 
based on system criticality and risk tolerance.

• Easy and flexible risk dashboard and reports. Our 
ECMS dashboard allows stakeholders to easily view the 
current status of overall compliance and risk 
measurements for any asset, tracking POA&Ms (Plan of 
Action and Milestones), compliance issues and risks.

• Easily implemented with other standards, including 
ISO, DIACAP and HIPAA, to leverage existing 
procedures, workflows and report templates.

The Typical Compliance Problem

When each individual team, business unit or analyst defines 
their own strategy and approach to NIST requirements, and 
when each system’s security plans are created in isolation, 
it can be nearly impossible – and frequently frustrating – to 
maintain consistency and achieve meaningful assessments, 
especially when varied measurements are applied to similar 
controls.

The TalaTek ECMS Solution

TalaTek provides a method for compliance with security 
requirements and applicable NIST controls in near real-time. 
Subject matter experts (SMEs) identify risks, associate 
supporting documents with security controls and POA&M 
mitigation plans.

ECMS is the source of required FISMA reports (system 
security plan, risk assessment and POA&M reports) or any 
other custom reports. Because ECMS provides the 
continuous monitoring process, the system itself is the 
source of current information.

Cost-Efficiency – Our Key Value Proposition

TalaTek’s ECMS brings measurable cost-efficiency to the 
overall compliance process. The ability to create repeatable 
workflows, standard procedures, added artifacts, etc., with 
a “create once, use many times” approach, means both the 
effort and resources needed for the ongoing continuous 
monitoring tasks can be reduced over time, resulting in a 
sustainable, cost-efficient model.

Our methodology combines Technology (GRC application), 
People (Subject Matter Experts) and Processes (NIST RMF 
guidelines). Savings are critical to sustaining effective 
FISMA and FedRAMP implementation and Continuous 
Monitoring – that’s what TalaTek provides.

We help organizations, Cloud Service Providers (CSP) and 
agencies to effectively reduce ongoing continuous 
monitoring costs while elevating risk management 
awareness.

TalaTek’s approach stands out with a laser focus on 
cost-efficient processes, years of successful 
implementation, and customer satisfaction.

Risk Measurements Across Agency Systems

Risk Measurements Per System 
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Qualitative and Quantitative Control Measurements

Our methodology includes a holistic view of the enterprise 
risk profile for all types of controls.

While approximately one-third of the NIST controls are 
technical controls for which the risk metrics can be 
assigned by various tools such as vulnerability scans, 
anti-virus and patch management, ECMS also provides the 
ability to assign risk metrics for qualitative controls, such 
as management and operational controls.

TalaTek’s ECMS provides a consolidated database with 
control measurements and overall risk calculations based 
on the NIST 800-137 at a strategic level in the agency or 
any organization providing services to the federal 

government. We provide decision-makers with 
evidence-based recommendations supporting risk-based 
decisions at the enterprise level.

Meeting Federal Requirements and Business Goals

TalaTek’s ECMS was specifically designed to provide 
services to agencies and commercial integrators with the 
regulatory need to meet FISMA requirements without 
hampering operations.

The TalaTek services benefits to clients are an effective and 
successful continuous compliance process combined with 
in-depth visibility to ongoing risk status, trend analysis and 
overall risk measurements.
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Our Established Success

TalaTek enables the ongoing authorization recommended by 
NIST 800-37 and 800-137 specific to continuous 
monitoring in line with the NIST RMF detailed in NIST 
800-39.

Both commercial and government clients have ongoing 
visibility and control of identified risks at all times, with 
stakeholders engaged in the process and in command of 
their risk management.

With continuous awareness of compliance status and risks, 
TalaTek clients can rely on ongoing authorization to meet 
the NIST 800-37 requirements and eliminate additional 
costs for recertification requirements every three years.

Benefits for Cloud Service Providers

Our methodology delineates responsibility for controls 
between various stakeholders – establishing accountability 
in the compliance process. Common Controls can be 
managed and tracked effectively by Cloud Service 
Providers (CSPs), while maintaining visibility and control, 
tracking progress, escalations and risk measurements 
allocated by control, control family, system and/or 
responsible party.

ECMS – a Tool to Meet FedRAMP Goals

FedRAMP is a government-wide program for a standardized 
approach to security assessment, authorization and 
continuous monitoring for Cloud products and services. It’s 
a “do once, use many times” framework that will save cost, 
time and staff required to conduct redundant agency 
security assessments.

Our dashboard provides visibility to both – the federal 
agency and the Cloud Service Provider – meeting the 
Federal Risk and Authorization Management Program 
(FedRAMP) goals of increasing confidence in cloud 
solutions security offered by the common control service 
provider, and increasing the automation and near real-time 
data for continuous monitoring.

With TalaTek’s ECMS, CSPs can meet the FedRAMP 
program goals by:

• Accelerating the adoption of secure cloud solutions 
through re-use of control assessments and system 
authorizations

• Increasing confidence in cloud solution security

• Achieving consistent security authorizations with a 
baseline of agreed-upon standards for Cloud product 
approval in or outside of FedRAMP

• Ensuring consistent application of existing security 
practices

• Increasing confidence in security assessments

• Increasing automation and near real-time data for 
continuous monitoring

TalaTek LLC is an accredited FedRAMP Third Party 
Assessment Organization (3PAO). TalaTek’s technical 
competence and capability for completing 
security assessments under FedRAMP includes, but 
is not limited to:

• Cloud Computing Service Models: Software as a 
Service (SaaS), Platform as a Service (PaaS) and 
Infrastructure as a Service (IaaS)

• Cloud Computing Deployment Models: Public Cloud, 
Private Cloud, Community Cloud and Hybrid Cloud

• The FedRAMP low and moderate security control 
baseline for NIST SP 800-53 Revision 4 
(cloud.cio.gov/document/fedramp-security-controls)

• FedRAMP-specific Security Assessment and 
Authorization (SA&A) documentation templates 
(cloud.cio.gov/fedramp/templates)

• Automation of cloud security assessment requirements 
through TalaTek’s Governance, Risk Management & 
Compliance (GRC) model
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