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Comprehensive Deployment and
Configuration Services

TalaTek’s Log Management offers two flexible levels of
logging services. Both options give you complete
visibility into your environment. You can rely on
TalaTek in partnership with BlackMesh and LogLogic to
provide a secure, adaptive solution that can adjust to
your growing logging needs.

Our service provides you with various dashboards,
compliance-specific logging suites, real-time alerts and
customized reports—making it easy to keep your finger
on the pulse of your business. Our solution is a must
for managing business risks and ensuring security
controls remain in place for audit and compliance
requirements.

We will work with you through the entire process from
setting up your logging environment to creating
customized alerts and meaningful reports. It’s our goal
to take the complexity out of compliance and make
logging simple.

Now Logging the Cloud

-~ Security management services for access control,
system use, access monitoring and incident response
for SaaS, PaaS, laaS cloud environments

7~ Allow you to report on metrics and key controls
' required by regulations for internal and external audit

Tools to prove PCl, FISMA, HIPPA compliance along
. with other select mandates

Greater visibility of application activities, such as

' Virtual Machine change monitoring (creation, copy,
move, deletion, start, stop, suspend, configuration
change, etc.)

KEY FEATURES

In Partnership with BlackMesh

BlackMesh provides IT services to small- and
mid-sized businesses, specializing in the design,
deployment and administration of robust, innova-
tive managed hosting and managed services.
BlackMesh provides these services both
on-premise and within carrier-neutral Equinix data
centers with 24x7 support.
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Peace of Mind Made Affordable

TalaTek provides you with the flexibility and control you
need to not only know if you are compliant, but answers
the questions, “Is our network performing at optimum
level? Has our data been tampered with or modified?”

TalaTek’s Managed Logging and Auditing Service is a
cost-effective solution that assists your organization in
addressing compliance requirements. We provide a secure
collection and storage of your applications and underlying
infrastructure log data with up to 365 days of data avail-
able online and unlimited off-site data storage. Our
logging solution contains many standardized, real-time
alerts that are tailored to specific standards with custom-
ized reporting available to meet your unique requirements. Please contact us for pricing.

Provision fully configured and tested log collection appliance

Work with BlackMesh to set up and configure the service to capture logging device(s)
Work with customer to customize reporting and alerting requirements

Set up user and email accounts

Provide upfront customer support and testing to ensure logging, reports and alerts
are working properly

TalaTek Managed and Operated Logging, Alerts, Reporting, and Compliance

”””””””” Daily logging review, acknowledgement and analysis by certified security analysts
24x7x365 alert and log monitoring
No installation, software or maintenance
Lots of scalable options
Choose from a list of complaint reporting suites to meet your reporting requirements
Includes five logged IP addresses (Additional IP address logging also available)
Includes five user email accounts for alerts and reports
Secure gathering, transmission and storage of all log data

90-day log retention (Larger retention periods also available)
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Dedicated Logging and Services with Complete Visibility and Customer Control

Daily logging review, acknowledgment and analysis by certified security analysts
24x7x365 alert and log monitoring

Dedicated logging collection and storage

No installation, software or maintenance, plus lots of scalable options

Secure iPad app and web portal offers access to customizable dashboards, alerts
and reports

Choice of pre-configured compliance package that makes reporting and alerting
easy

Hundreds of pre-configured, automated compliance reports and alerts sent
directly to your inbox

Includes up to 10 logged IP addresses (Scalable IP address logging also available)
Secure gathering, transmission and storage of all log data
One hands-on user assisted navigation session (Optional)

Easy, powerful and flexible search tools—making it quick and easy to customize
your own logs

180-day log retention (Longer retention periods also available)

Unlimited user and email accounts for alerts and reports

IP Address Logging Services

5, 10, 15, 25, or 50 IP Logging Packs

Ad-hoc Logging Services

Logging Backup (180-day and 365-day available)

180-day and 12-month Log Retention

180-day and 12-month Off-site Archived Backups (Longer periods available)
Custom Application Logging Reports and Alerts

Additional Compliance Suite Logging and Alert Packages
(PCI, HIPPA, FISMA, ISO, SoX, COBIT, NERC)
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About Us

TalaTek is a leader in information security and
compliance services. We are dedicated to helping
government agencies and business organizations
implement commonsense, repeatable security
solutions for both traditional and cloud-based managed
networks and applications. We are committed to
meeting our customers’ long-term compliance, logging
and vulnerability management requirements.

Every member of the TalaTek firm is a senior IT
professional and maintains industry and vendor-specific
certifications that demonstrate executive and
operational management skills. TalaTek LLC provides
unparalleled IT Security & Risk Management services.

For peace of mind and dedicated service, entrust your
logging and compliance requirements to TalaTek's
Security Professionals to deliver proven, in-depth and
cost-effective logging.
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